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TRAIN LIKE YOU FIGHT  
MODELLING CYBER REAL-WORLD SCENARIOS 
 

 Alexandru Enache, System Engineer 

Presenter
Presentation Notes
Whenever I’m going to a presentation in a city that is spread arround a river I always say that this is Bucharest, Budapest, Ljubljana …this is how your city will look like when everything will be green … the perfect city where to grow your children and admire the sunset, or sunrise.Today I will not talk about this.  First of all my name is Alexandru Enache, and I’m system engineer from Ixia. We at Ixia, we are helping people in organisations to have a more resilient and secure network, and one way we are doing is by helping organizations modell cyber Real-world scenariosMaybe we are not living in this ideal world, yet there is always something we can do to get closer to it ????If we take the Ukraine Electric Grid Hack – a coordinated attack on the 23rd of Dec (when only half of staff were on duty) – security team was waiting for Boss to decide what action to take.  Threats are everyware, and one of the things a treat exist isto make things move forward. Otherwise we could just go to stone edge, and even then we would face other types of threats. What is important is how we respond to these threats, and in order to deliver a good response we need to be properly trained.One study say - An athlet preparing for an run, all he has to do is run the race in his mind, and is as realistic as he would have actually run it. But in order to be able to run it you need to have similar conditions as on the running track.



2 © 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   | 

UKRAINE ELECTRIC GRID HACK 

 
• Phishing Email 
• 'KillDisk' and BlackEnergy 3 
• Coordinated DDoS attack 

 
 

• 23rd of December, when half of the 
staff is off duty 

 
http://thehackernews.com/2016/01/Ukraine-power-system-hacked.html 

 

Presenter
Presentation Notes
The security team needed to wait for the boss to answer. How would the team react in an event like this, on the 23rd of Dec, when half of the staff is off duty due to Christmas. Are the policies implemented the most efficient ones.The security team needed to wait for the boss to answer. 23rd of December, when half of the staff is off duty--- FBI – at the Cert Conference … info – trebuiau sa ceara aprobare de la Boss / 23rd of DecBelow are some broad concepts around what can be constituted as test material.  The audience is a teacher tryingDDoS attack used as coverUkranian power plant hackLinkshttp://www.darkreading.com/vulnerabilities---threats/lessons-from-the-ukraine-electric-grid-hack/d/d-id/1324743http://www.darkreading.com/threat-intelligence/more-signs-point-to-cyberattack-behind-ukraine-power-outage/d/d-id/1323927https://ics-cert.us-cert.gov/alerts/IR-ALERT-H-16-056-01http://www.digitalbond.com/blog/2016/03/21/project-basecamp-foreshadows-ukraine-bad-firmware-upload/ConceptsPhishing EmailBlack Energy 3 botnetCoordinated DDoS attackWhat to testRecognize Botnet trafficRecognize Phishing attemptIgnore denial of serviceData Loss PreventionConceptsData exfiltrationCredit cardsBitcoin walletssocial securityRansomware - encrypting things makes it impossible to retrieve themrelated HacksAnthem blue crossGerman hospitals held to ransomwareWhat to testDetect sensitive information leaving networkPrevent malware infestation
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Current Defense Mechanisms and Challenges 
Cyber Defense  
Technologies 

 Network Based Mitigation 
Applications awareness and control 
User Identity and Control 
Content Security (IPS, GAV, DLP, 
AntiSpam) 
SSL encryption/decryption 
DDoS mitigation 
IP reputation, URL filtering 

 
 Network Behavior Analysis 

Detection 
collects and analyzes traffic from the 
entire network — host and applications 

 
 Host Based Mitigation (AV, DLP, 

IPS) 
 Vulnerability Management 

 Cyber Security Threats have 
become more complex, 
targeted and persistent 

 
 The Information Security 

landscape is constantly evolving 
 

 Borderless Networks 
driven by new technologies and trends 
(Mobility/BYOD, Cloud, Social Media)  
 

 Staff Education 
How to test and train with network and 
Internet technologies and systems  
 

Cyber Defense  
Challenges 

Presenter
Presentation Notes
Cyber Defense TechnologiesNetwork Threat Behavior Analysiscollects and analyzes traffic from the entire network — host and applications — to detect worms, botnets, zero-day threats, spam, and reconnaissance attacks. It reports any unusual behavior to help you maintain a comprehensive and efficient network security infrastructure.This technology is available in many commercial products including DDoS mitigation (Arbor Networks), Flow Analysis for Security (StealthWatch - collects and analyzes NetFlow, IPFIX, sFlow and other types of data to provide network visibility and detect problems which might impact security or performance)Cyber Defense ChallengesThe threats from cyber adversaries are continuing to grow in scale and sophistication. Public and private organizations in various sectors worldwide now openly acknowledge that cyber attacks are one of the most prevalent and high impact risks they face. Dealing with the cyber threat is a complex challenge. Much of the current focus is on protection and compliance, as organizations – subject to increasing amounts of legislative, corporate and regulatory requirements – demonstrate they are managing and protecting information appropriately.�The Information Security landscape is constantly evolving. Private and public sector organizations find it difficult to believe they could be a target for cyber attacks. This mindset needs to change – as the best offence is a good defense. At the same time, it is no longer viable to rely on defense. The determined adversary will get through eventually. As a result, public and private sector entities must know what is going on around them so that they can identify when an attack has taken place or when an attack is imminent. Intelligence and the insight that it brings is at the heart of next generation of Information Security.Borderless Networks - The Disappearing Network Perimeter - enterprise security is undergoing a complete transformation, driven by new technologies and trends (Mobility/BYOD, Cloud, Social Media) The Disappearing Network Perimeter is No IllusionIf you manage an enterprise network, you are probably well aware that the world of enterprise security is undergoing a complete transformation, driven by new technologies and trends, including:Mobility: More users are going mobile, working from home, and bringing their own devices (BYOD) and apps to work. In fact, mobile devices now outnumber PCs in the enterprise.Cloud: Even if you’re on the conservative end of that trend, your company most likely is already using some cloud applications like Salesforce.com, or has users storing data on sites like Dropbox.Social Networks: The rise of Web sites like Facebook and Twitter make it impossible not to mix business and pleasure, but these sites introduce security and compliance risks. Attackers can masquerade as a trusted contact to gain access to information they should not have or hide malicious URLs in the shortened links of social media.In fact, more than half of business communications and transactions today are taking place beyond the bounds of the traditional corporate network.Staff Education / Cyber Test RangeOne of the challenges of computer network operations research and development is how to test and train with network and Internet technologies and systems when scenarios, vulnerabilities, and exploiting and attacking tools are too sensitive to be used on the Internet. These technologies cannot be developed, tested or demonstrated on standalone computers. It takes a complete network with Internet services and protocols.
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Advanced Persistent Threats 

• Click to edit Master text styles 
– Second level 

• Third level 
– Fourth level 

» Fifth level 

Modern cyber-defenses require proactive security 
operations 

Process 

Proactive  
Security 

Operations 

Cyber ranges help security staff build the skills and experience 
necessary to combat modern cyber threats 

Presenter
Presentation Notes
Modern cyber defenses require proactive security operations run by highly trained staff with the experience and expertise to detect and disrupt sophisticated threats and protect company assets staff with the right skills and experience are in high demand and short supply. Cyber ranges help security staff build the skills and experience necessary to combat modern cyber threats
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TRAIN LIKE YOU FIGHT! 

5 

 
• No more “hearers and seers” protecting our networks and critical infrastructures 

 
• How do we manage in a complex and ever changing environment? 

 
• Education and Training Afforded by Realistic Cyber Ranges Can Stem the Gap 
 

 
 

 

Presenter
Presentation Notes
Hands On on the job – experienta construita la locul de munca – insa e greu cand vrei sa coordonezi echipe in diferite zone.Especially if we want to coordintate teams (military) which are from different countries.Confucius is one of the characters well mentioned by the historians of humanity
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CYBER RANGE INTEGRATION 

6 

Presenter
Presentation Notes
Just to get an idea in a Cyber Range you can emulate any realistic attack, like the Ukraine power Hack, or Sony pictures attack … and so onA cyber range enables training with real-world, physical and virtual services and networking, such as: IT Services: �  Virtual machines �  Microsoft servers �  Microsoft server applications �  Linux and UNIX servers �  Database applications �  Authentication services IP Networks:�� Routers and switches � Security devices (firewall, IDS, IPS)�� Application optimization (SLB, proxy, etc.) • Critical Infrastructures:�� Simulation of a real power-plant, water system, train system, airport, etc. � SCADA – a protocol used for critical systems communications, not only IP Consumers Energy and DTE Energy conducted an incident response exercise using the Michigan Cyber Range. Representatives from the two power companies and the Michigan State Police worked closely with Cyber Range staff to create the exercise, called "Power Phoenix", which required participants to diagnose and mitigate a malware-compromised computer network and SCADA environment.We use what we call red teams and blue teams to respectively attack and defend the network, servers, and applications as part of the cyber range, given rules set up by white team. White teams are extremely important. They set the goals for the exercise. These could be red team-based goals, blue team-based goals, or both. They manage the training exercise, have full visibility into the exercise, and set the rules of engagement. 
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CYBER RANGE ENVIRONMENTS 

7 

Physical  / Virtual  / Hybrid Cyber Range 
 
• Physical Cyber Range: Very realistic but 

has a huge financial cost and long time to 
set up. 
 

•  Virtual Cyber Range: Low cost, but 
limited in emulating full performance of 
security devices 
 

• Hybrid Cyber Range: Balanced approach. 
Combine flexibility with performance 

 

Presenter
Presentation Notes
Physical Cyber Range:In a purely physical cyber range environment, you duplicate your entire physical network infrastructure (switches, routers, firewalls, servers, endpoints, etc.)Very realistic but has a slew of disadvantagesHuge financial cost to replicate the environmentHuge financial cost to operate and maintain the environmentTerribly long setup and tear down time for exercisesDifficulty in cleaning the range after an exercise due to attack artifactsVirtual Cyber Range:In a purely virtual cyber range environment, you utilize virtual machines to emulate as closely as possible your physical infrastructure (switches, routers, firewalls, servers, endpoints, etc.)Obvious financial advantages, typically reduces setup and tear down times, and simplifies removal of attack artifacts, but has some important disadvantages:What you gain in simplicity and lower cost you pay for in lower range  performance (such as network throughput)Difficult to model some high rate range scenarios (DDoS, etc.) given virtualization resource and performance implicationsEmulated firewall/IDS/IPS performance limitationsDifficulties emulating precise physical elementsPhysical  / Virtual  / Hybrid Cyber RangeIn a hybrid cyber range environment, you utilize physical elements where and when they make sense, and virtual elements where and when they make senseVirtualize: Windows and Linux servers, workstations, some network switching, some network routingPhysical: high end video surveillance, network printers, VoIP phones, security equipment, complex network routing, etc.Using actual security equipment in your range environment is an essential consideration, such as mimicking firewall/IDS/IPS you use in production, since it is nearly impossible to virtualize these with any degree of realism														
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THE KEY IS REALISM 

8 

 
• How do you manage realism? 

 
• To encourage realism, your range configuration will have many critical considerations 

• Human capital 
• Different attack/defense paradigms 
• Scale 

 
• Many challenges 

• How do you model tens, hundreds, thousands, or more employees and the 
constantly changing applications and data they use on a day to day basis 

• How to gain expertise to generate effective attack scenarios to stress network 
defenses in your range (internal personnel, outside resources, etc.) 

• How do you scale those attack vectors when you don’t have the computing 
resources of a worldwide botnet at your disposal? 
 
 

 

 
 

 

Presenter
Presentation Notes
Information Assurance (IA) personnel: Develop accomplished defenders with the expertise to harden and certify IT infrastructure resiliency and ensure authorized access to data. Students should develop scientific methodologies and advanced techniques for measuring the resiliency of every element of every IT infrastructure, remediating vulnerabilities, validating Lawful Intercept (LI) and Data Loss Prevention (DLP) measures, and ensuring compliance with standards and processes. That includes developing a mastery of the tools required to monitor and manage networks and data centers. Information Operations (IO) personnel: Prepare expert Incident Response teams at network operations and security centers with the ingrained skills to respond to the most current cyber attacks. Ensure that emergency response teams can identify and reverse-engineer attacks and provide the insight to rapidly respond with effective dynamic defenses. Provide instruction in the use of tradecraft techniques and develop a mastery of IO tools and exploits. Develop the skills and mastery of tools needed for cyber warfare, including electronic surveillance and the ability to render an enemy’s military and commercial enterprise infrastructures inoperable. Mission Assurance (MA) personnel: Enable Mission Assurance leaders and practitioners to develop the skills required to integrate distinct assurance activities for addressing critical national and global security issues. Provide the cross-discipline expertise and mastery of system engineering, risk management, quality, and operational management principles required to successfully execute mission-critical initiatives in a uniform and systematic manner. 
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CREATING AND MANAGING REALISM – TRAIN LIKE 
YOU FIGHT! 

9 

 
• Employ actual people on the range – doesn’t scale 

to more than a few people 
 

• Capture and replay production network traffic – 
don’t allow for real world data randomness over 
time 
 

• Use a set of automated tools to quickly and 
efficiently pick and choose what you want your 
background traffic mixes and attack traffic mixes to 
look like 
 

• Or you could do the smart thing, and use a hybrid 
approach of all of these, and in doing so, create the 
Next Generation Cyber Range 

 
 

 

 
 

 

Presenter
Presentation Notes
- Replay of proprietary protocolsYou could model your human behavior by employing actual humans on the range – but that doesn’t scale to more than a few peopleYou could capture and replay production network traffic – but that doesn’t scale since captures require ridiculous amounts storage and computing resources, they don’t allow for real world data randomness over time, and they quickly go out of date since they are mere snapshots in timeYou could use a set of automated tools to quickly and efficiently pick and choose what you want your background traffic mixes and attack traffic mixes to look likeOr you could do the smart thing, and use a hybrid approach of all of these, and in doing so, create the Next Generation Cyber Range
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HIGH LEVEL TOPOLOGY  

Presenter
Presentation Notes
Botnets emulating zombie to C&C communication Volumetric, protocol, and application-layer DDoS attacks100+ evasion techniques Validate against malware polymorphism6,000+ exploits35,000+ malwareMobile malwareStrike fuzzing Unique attack payloads in each transaction



12 © 2016 IXIA AND/OR ITS AFFILIATES. ALL RIGHTS RESERVED.   | 

BLUE TEAM – SIX STEPS OF INCIDENT RESPONSE  

• Preparation 
• Identification 
• Containment 
• Eradication 
• Recovery 
• Lessons Learned 

(follow-up) 

Presenter
Presentation Notes
Blue team defending the network – landing points  (laptops from where they connect to tools  - like security onion / snor beast  even wireshark)In order to create a good cyber Range – you have to create a Haystack  (sau ac in carul cu fan ???) - create with appsim lot off trafic to simulate real environment – internal traffic / external traffic - internetDMZ area / server area\Fast troubleshoot –understand from where to where the traffic is going in your networkFilter the specific flows that are relevant to analyze – and export them via wiresharkExport Netflow informations relevant from security perspectiveDo not miss a packet6 STEPS OF INCIDENT RESPONSEPreparation. Advanced preparation is important when planning for a potential incident. Policies and procedures should be known and tested by management and all personnel to ensure that the recovery and remediation process will quickly address any and all incidents in a timely manner, resulting in the least amount of damage. Do you have the necessary tools and training to handle incidents before they actually occur?Detection & Identification. After the incident occurs, it’s important to ask yourself a number of questions. What kind of incident has occurred? Data theft? Insider threat? Network attacks? Once you’ve identified the type of incident that has occurred, it’s important to determine the severity of the incident in order to choose the best course of action according to your predetermined Incident Response Policy and Procedures. Are there any safety concerns for personnel that need to be considered? Has there been loss or exposure of data? Were any laws or contracts violated? What is the size of the impact area?Containment. In order to limit the impact of an incident, the containment phase of incident response is critical. Have the right people in your organization been notified? The faster the response time, the more likely it will be that you can reduce the damage of the particular incident. This may mean isolating the infected or compromised area to determine the best way to handle recovery. Do you have the right tools and personnel needed to handle the task?Remediation. At this stage, it’s time to resolve the issue and remove any malicious code, threat, personnel responsible for the incident, etc. Forensic analysis should be completed and logs kept throughout the remediation process. Will backups need to be implemented? What information security weaknesses need to be addressed at this time?Recovery. At this point, it’s time to get things back up and running and be sure that all company policies and procedures are effectively being implemented. Continuous, ongoing monitoring is important following remediation of an incident to be certain that it has been fully resolved and nothing threatening is lingering in your network. Continuous monitoring will also detect any suspicious behavior going forward.Lessons Learned. Compiling a detailed report of what happened and what was done as corrective measures is a good step towards ensuring the same incident will not occur again. Why did it happen? What could have prevented it? Does your security posture need to be updated to ensure similar incidents won’t happen in the future? Who does this information need to be shared with in order to make any necessary change to your security posture?
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GAIN INSIGHT AT THE APPLICATION LEVEL 

Presenter
Presentation Notes
Looking at rich metadata, provided by IxFlow, can provide a lot of context about the connection and you can quickly isolate issues. Ixia’s ATIP and NetFlow data will reveal the connection’s browser, the device name, where the user is located – latitude and longtitude, city, state and country. Recently, to meet a customer use case, Ixia enabled IxFlow to share the BGP (Border Gateway Protocol) Autonomous System Number (the Internet Service Provider) for all online users having problems. All to reduce MTTR. 
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NETFLOW METADATA TO REGENERATE THE 
DYNAMICS OF PRODUCTION NETWORKS FOR MORE 
REALISTIC CYBER RANGE SCENARIOS 

Presenter
Presentation Notes
PerfectStorm™  –   Unified Testing platform for the Modern Data Centers, designed to deliver terabit scale. Supports 1GbE, 10GbE, 40GbE, 100GbEadding a new dimension – Lift up the next level of traffic realism
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Building value with Cyber Ranges 

Cyber Security  
Education and Training 

Research 
latest cyber-defense tools 

Remediation and 
Support 

IT Audit  
(Risk Analysis & 

Assessment) 

Presenter
Presentation Notes
Cyber Security Education and TrainingPeople can be trained in a realistic cyber attack environmentThe IT department may know how to patch systems and recover them from malware outbreaks, but have they tried their skills and procedures while under a simulated attack?Improve processes and procedures for incident responseEnhance situational awareness for operators by learning how to identify and respond to threats, perform network forensic triage activitiesEducate network responders and infrastructure design teams to be more secure and efficientRemediation and SupportRecreate recent breaches and attacks to validate problem remediation and improve processes and procedures associated with the incident responseTroubleshoot support ticketsResearch latest cyber-defense toolsEnhance research and developmeRecreate your network (users, applications, internal and external services and network attacks) to research new cyber-defense tools and mitigation techniques before applying them in productionnt to respond effectively to existing challengesJustify the business investmentIT Audit---  IT Risk Analysis & Assessment – Identify potential threats or the likelihood of a security event occurring, the impact, gap analysis, and risk tolerance.
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WHY CYBER RANGES? 

 

• Why do organizations need Cyber 
Ranges: 
•Constantly test SOC/NOC personnel 
•Test network infrastructure 
•Test security devices/policies 
•Research 

• Industry can no longer rely on “On The 
Job” training and shoulder surfing 

• Traditional vendor training focuses on 
HOW to operate device, not HOW TO 
REACT and DAY TO DAY OPERATION 

 
 
 

 
•Enterprises 
•Service Providers 
•Network Equipment 
Manufacturers 
•Government organizations 

WHO NEEDS A 
CYBER RANGE? 
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Cyber Attack Readiness – How a Cyber Range Solution Can Help 

Remarkably  
like your production network 

 
A sandbox to test network 

infrastructure without 
causing problems on 
production network 

 
Puts people under test 

Ixia Cyber Range Solution 
Training Services 
 
Cyber Attack Tools  
 
Cyber Warfare Scenarios 
 
Network Infrastructure Model 
 
Network Traffic Visibility 
 
 

 
Internet-Scale Cyber 
Range Environment 
 
 Realistic target simulations  
 Realistic exploit simulations 
 Realistic evasion simulations 
 Realistic traffic simulation 
 Population and country user 

base  
 Mobile subscriber user base  
 Data of interest or “needle in a 

haystack” for data loss 
prevention (DLP) 

 Enterprise and IT services  
 Internet IPv4 and IPv6 

infrastructure 
 
 

Presenter
Presentation Notes
As cyber-security threats have become more complex, targeted and persistent they pose a serious ongoing challenge to government and businesses.Mitigation technology (software and hardware products alone)  are not sufficient to stop today’s most advanced attacks.Modern cyber defenses require proactive security operations run by highly trained staff with the experience and expertise to detect and disrupt sophisticated threats and protect company assets staff with the right skills and experience are in high demand and short supply. Cyber ranges help security staff build the skills and experience necessary to combat modern cyber threatsA cyber range can be seen as a flight simulator. Classrooms can help pilots learn the mechanics to fly an airplane, but until they have spent a lot of time in a flight simulator and build up experience they cannot fly a plane.  Similarly, cyber ranges help security staff build the skills and experience necessary to combat modern cyber threatsWhat is a cyber rangeCyber warriors and IT professionals employed by various agencies train, develop and test cyber range technologies to ensure consistent operations and readiness for real world deployment. A secure environment in which to assess network and system attack-and-defense strategies helping organizations improve security resilienceAn extensible virtualized platform for cyber security training modeling, simulation and advanced analyticsA flexible, adaptable platform that gives users the ability to test, evaluate and train for next generation threats, similar to training on traditional weapons test rangeHow does a cyber range looks like?Remarkably like your production networkSmaller and more flexibleA sandbox to test network infrastructure without causing problems on production networkContains routers, switches, firewalls, proxies, load balancers, servers, DDOS mitigation, email gateways, Intrusion Prevention, SIEM, etc
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http://thehackernews.com/2016/09/ddos-attack-iot.html 

Presenter
Presentation Notes
As the Internet of Things (IoT) or connected devices are growing at a great pace, they continue to widen the attack surface at the same time, giving attackers a large number of entry points to affect you some or the other way.New standards – new risks – TSN – Industrial EthernetConnected Cars – Autosar –  new threatsAccording to ABI Research, current Ethernet penetration for new vehicles in 2014 was 1% but is expected to grow to 40% in 2020. IOT https://www.ixiacom.com/company/blog/iot-just-got-wake-call
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Thank you 
alenache@ixiacom.com 
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